CRYPTO-Console

CRYPTO-Console is the operator GUI to CRYPTO-Server for managing users,
creating user groups, managing tokens, viewing reports/statistics, managing
operator roles, designating Access Control Lists for user authorization,
creating attribute sets that define access to your protected network and Web

resources, and customizing CRYPTO-Server operation.

CRYPTO-Console enables effective and
efficient management of security operations
including:

Features of the seamless integration
between CRYPTO-Console and the supported
directories:

- Accessing users in an LDAP directory

- Importing, creating, managing and
deleting users

- Creating groups and group privileges

- Assigning restricted operator privileges

- Assigning, managing and deleting
tokens

- Configuring and initializing tokens

- Resetting PINs and passwords

- Does not require schema changes
- Does not add, modify, or delete any

data

- Any modification in the directory is

immediately applied in CRYPTO-Server

- Does not require periodic updates or

imports from the directory

- Available Active Directory, LDAP and

LDAPS support

- Groups are available as CRYPTOCard
authentication groups
- Failover support

Supported Directories (user data storage)

CRYPTO-Console provides seamless
integration with Active Directory and LDAP.
CRYPTO-Console directory integration
provides efficient authentication management
without the need to modify the schema,
directory contents or rely on periodic imports.
Multiple tokens can be assigned to users with
no restriction on token type and without

the need to create additional accounts and
profiles. All modifications to user accounts

Supported Directories include:

- CRYPTO-Server internal
- Active Directory
-Open LDAP

- Open Directory

Supported Databases (token data storage)

in the directory are immediately reflected in - MySQOL
CRYPTO-Server. - MS-SOL
- Oracle
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Sophisticated GUI

* Management of users

* Management of tokens
* Management of user privileges

Supported Directories:

o Active Directory
* Open LDAP
¢ Open Directory

Supported Databases:
- MySQL

« MS-SQL

* Oracle

CRYPTO-Deploy
* Web-based deployment

CRYPTOCard
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CRYPTO-Deploy

CRYPTOCard North America

CRYPTO-Deploy™ is a Web deployment tool 340 March Road
. . Suite 600
for CRYPTO-Server that automates the issuing, Ottawa, Ontario
installation, self-enrolment, and activation of K2K 2E4 Canada
CRYPTOCard hardware tokens to authorized Toll Free: 800-307-7042
S - Tel: +1-613-599-2441
users. Once initiated by the administrator, Fax: +1-613-599-2442

users are directed to a unique URL for one- E-mail; info@cryptocard.com

time enrolment and installation of their
to.ken. Install:-at!on ca-n only be executed f)nce CRYPTOCard Europe
without administrative reset and only with Eden Park, Ham Green
knowledge of an initial deployment PIN, which Bristol BS20 OEB,
. . United Kingdom
is separately transmitted to the user.

Tel: +44 870 7077 700

Fax: +44 870 7077 711
E-mail: info@cryptocard.com

www.cryptocard.com

www.cryptocard.co.uk
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